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Abstract 

Information systems in educational institutions have the potential to be targeted by various parties, especially unauthorized parties, so 
they require a higher layer of security to protect sensitive data and secure user access. One solution that can be implemented is the 
implementation of Multi-Factor Authentication (MFA), a security approach that utilizes more than one authentication method to 
secure access to the system. MFA is a security method that requires more than one way to verify a user's identity when accessing a 
system, application, or service that aims to increase security by adding an additional layer of protection beyond using a single passphrase 
or password. This research aims to evaluate the effectiveness and impact of implementing MFA in the context of system access security 
in educational environments. The research methodology involves surveying system users, statistical analysis, and monitoring access activity 
to assess the extent to which MFA is successful in reducing security risks and protecting sensitive information. The research results 
show that the use of MFA in educational institutions can significantly increase system access security. Several obstacles that arise become 
challenges in solving problems regarding the use of MFA. Therefore, this article also examines recommendations for increasing the 
implementation of MFA in educational institutions. It is hoped that this research can contribute to the positive impact of MFA in 
improving system access security in the context of educational institutions by optimizing information technology in protecting data 
integrity and user access security. 
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INTRODUCTION 

In today's digital development era, educational institutions face big challenges in maintaining the security of their 

data and information systems. The increasing number of cyber-attacks and unauthorized access attempts poses a 

serious threat to the integrity of sensitive information, especially in educational environments which are often 

targeted by irresponsible parties. One effective way to improve system access security is through implementing 

Multi-Factor Authentication (MFA), a security strategy that requires more than one authentication method to grant 

access to users (Munir et al., 2023). 

Education is actually a very essential and important thing, so that its implementation requires improvement and 

improvement in the quality of services (Cahyaningrum et al., 2021). For example, in a blockchain architecture in 

an educational institution, privacy needs to be protected to maintain its continuity. This of course cannot be 

separated from security or authentication issues in maintaining trust (Mishra et al., 2021). 

Educational institutions have complex environments, with various types of users such as students, lecturers, and 

administrative staff who have different levels of access. In this case, the protection of personal data and 

information is a top priority. Conventional security efforts that only rely on passwords are increasingly vulnerable 

to attack, considering the many phishing and identity theft techniques that can bypass conventional security 

systems (Cahyaningrum et al., 2023). 

The implementation of MFA in educational institutions is becoming increasingly relevant to address existing 

security gaps. By integrating more than one authentication method, such as a password, hardware token, or 
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biometric authentication, it is able to provide a significant additional layer of security. The advantage of MFA lies 

in its ability to make unauthorized access attempts more difficult, even if the user's password is exposed 

(Cahyaningrum, 2023a). Current technological advances have various implications for various industries and 

sectors. Especially in identifying existing obstacles in the transformation of interoperability and scalability of data 

and information (Ray, 2023). 

This research aims to evaluate the impact of implementing on system access security in educational institutions 

(Iftikhar et al., 2023). This research analyzes the extent to which can reduce security risks, protect sensitive data, 

and improve the integrity of information systems in educational environments. Additionally, this research will 

explore challenges that may arise during the implementation and provide recommendations to improve its 

effectiveness (Tripathi et al., 2023). 

By identifying successes and barriers to implementing in educational institutions, this research will provide an 

important contribution to practical and theoretical understanding in the context of cyber security in education. It 

is hoped that the research findings will provide guidance for similar institutions in facing growing security 

challenges (Ibrahimy et al., 2023). 

In research on single-point failure mitigation, a new and technologically advanced Multi-Factor Authentication 

(MFA) tool has been developed as a security solution (Tyagi & Sreenath, 2021). However, the usability and 

applicability of these tools has raised concerns. An obvious solution can be seen by conducting a user study to 

create a more user-friendly tool. The results show that the researchers found that lower adoption rates were 

inevitable for MFA, while avoidance was widespread among mandatory use (Das et al., 2019). 

In several research, one of them is the implementation of for example in case study phpMyAdmin involves using 

a combination of something known such as a password, something owned such as a physical authentication token 

and something inherent such as a fingerprint or facial scan (Nanda et al., 2024). Through the implementation of 

MFA in phpMyAdmin, it aims to provide additional protection against hacker attacks and misuse of database 

access (Baldin et al., 2022). It is hoped that this article will help database managers and web developers in improving 

access security on phpMyAdmin, thereby protecting data stored in the database from security threats (Badeges & 

Fauzi, 2020). 

Multi-Factor Authentication is one of the most widely used services by all types of people today, especially by 

many organizations (Buccafurri et al., 2024). People use this service to authorize stored data and access it without 

any security compromise. As the use of different storage systems for different types of data increases, we need to 

focus on security. Security threats can be a major threat to any company (Kaiser et al., 2022). 

Using a username and password has become a daily necessity for someone to log in to a site. Authentication is a 

process or protocol that allows one entity to confirm the identity of another entity. Different organizations have 

different authentication requirements and so they define different authentication according to their type of needs. 

The main purpose of authentication is to secure data and systems from third parties. The authentication process 

is also used in military and government agencies, hospitals and other business settings (Komalasari, 2018). 

The application of information and communication technology to an organization, individual, or related parties in 

the organization's external interactions with others includes the use of information technology to redesign its 

internal business processes (Vekariya et al., 2024). This is done so that the main business management can provide 

benefits in the form of profit, efficiency and increased productivity, although the opportunity for business losses 

is still possible (Irawan et al., 2022). 

Along with the rapid progress of technology, when computers have begun to be known throughout the world, the 

world community is then threatened by cybercrime. According to an expert, cybercrime is a crime that occurs 

because it is connected to or located on a computer system that is connected to the Internet (Ngurah et al., 2023). 

Due to the rapid growth of digitalization in banks, cyber risks and attacks have grown to become a major area of 
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concern (Naqvi et al., 2023). Over the past few decades, there has been a huge increase in cyber attacks, and these 

attacks cause a series of breakdowns in critical banking processes and cause huge financial losses to the system. It 

is very important for the banking or financial sector to implement an effective cyber security strategy (Dermawan 

et al., 2023). 

Basically, authentication is a process where “a user identifies himself by sending x to the system; the system 

authenticates its identity by calculating F(x) and checking whether its value is the same as the stored value “y” 

(Bharadwaj et al., 2024). This definition has not changed significantly over time despite the fact that a simple 

password is no longer the only factor for validating a user from an information technology perspective (Ometov 

et al., 2018). 

Adaptive Multi-Factor Authentication (A-MFA) is an enhanced version of MFA that provides a method for 

allowing authorized users to access systems using different factors that change based on different considerations 

(Kokila & Reddy K, 2024). In other words, authentication factors include passwords, biometrics among others are 

selected adaptively by the authentication system based on the criteria of whether the user is trying to log in from 

within the system boundaries, or whether the user is trying to access during the organization's operational hours. 

The criteria that trigger events for A-MFA to use to adaptively select authentication factors are usually predefined 

and encoded in the authentication system itself (Phan, 2018). 

This article outlines the theoretical framework and security issues in educational settings. Where, there is a lack of 

awareness in utilizing the use as system security access. With recommendations for implementing MFA more 

effectively in educational institutions, the security system in accessing data can be further improved 

(Cahyaningrum, 2023b). 

METHODS 

This research using several steps approaches to gain a comprehensive understanding of the effectiveness and 

impact of implementing Multi-Factor Authentication on system access security in educational institutions. 

Following are the methodological steps adopted. Determine clear research objectives as a first step. This research 

aims to evaluate the extent to which can reduce security risks and improve system access security in educational 

institutions. Then study the literature by conducting an in-depth literature review about system security and MFA 

applications in educational environments. It includes a review of the successes and challenges associated with MFA 

implementation. Then choose educational institutions as research subjects by considering the diversity of size and 

complexity of their infrastructure. Next, design a survey that suits potential users, including students, lecturers, and 

administrative staff. Survey design by developing a questionnaire that includes questions related to users' 

understanding, perception and experience. Added questions regarding system access security before and after MFA 

implementation. Carrying out surveys by distributing questionnaires online to selected respondents while 

maintaining anonymity. Surveys involve structured, open-ended questions to gain in-depth insights.  

Several MFA evaluation steps that can be implemented to ensure that the authentication system implemented is 

effective and meets the organization's security needs: 

1. Security Objectives 

Determine of organization's security goals. It is implemented to protect access to sensitive data, critical 

systems, or user accounts? Evaluate the extent to which is can help achieve these security goals. 

2. Conformity and Compliance 

Make sure its meets the suitability and compliance requirements applicable to your organization, such as 

GDPR, HIPAA, PCI DSS, and others. 

3. Availability 
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Make sure it is easy for users to access and use. Evaluate whether the selected it is available across platforms 

and devices used by users. 

4. Alignment with User Experience 

Review the extent to which user experience is impacted by MFA implementation. MFA should provide an 

additional layer of security without sacrificing convenience or hindering user productivity. 

5. Authentication Factors 

Review the authentication factor combinations used in MFA. Ensure that the factors selected are strong 

enough to properly protect access, and consider the organization's specific needs regarding specific 

authentication factors. 

6. Management and Monitoring 

Evaluate ability to effectively manage and monitoring. Make sure you can manage and regulate MFA usage, as 

well as monitor authentication activity to detect potential security threats. 

7. Resistance to Attacks 

Review potential risks and threats to the selected. Make sure it has additional security mechanisms to protect 

against attacks such as phishing, social engineering, and other attacks. 

8. Scalability 

Consider whether it can be easily expanded and improved to suit your organization's needs over time. 

9. Cost and ROI 

Review implementation and operational costs, as well as expected security benefits. Make sure that the security 

benefits obtained are commensurate with the costs and investments incurred. 

Monitoring system access by observing and analyzing system access activity log data before and after 

implementation. Review access patterns, unauthorized access attempts, and other potential security risks. Then 

conduct in-depth interviews with key stakeholders such as IT administrators and key users. Focus groups can also 

be used to gain a broader perspective. Analysis by integrating the results of quantitative and qualitative analysis to 

develop main findings and recommendations. Draw conclusions about the effectiveness of implementation and 

provide guidance for future improvements. This method allows research to gain a comprehensive picture of user 

experiences, security impacts, and challenges of implementing in educational institutions. 

RESULT AND DISCUSSION 

The use of MFA shows that the initial survey showed that the majority of respondents had a basic understanding 

of the MFA concept before implementation. However, there is a need to increase awareness of its benefits in 

improving access security. User perceptions of access security show survey results show a significant increase in 

user perceptions of system access security after implementing. Several of respondents reported feeling safer with 

the use of MFA. The impact on the level of access security with system access activity data analysis shows a 

significant reduction in unauthorized access attempts after implementation. For example, unauthorized login 

attempts decreased by 70%. Implementation challenges experienced Interviews with stakeholders identified several 

challenges, including the need for additional training for users, integration with existing systems, and management 

of MFA devices. These challenges must be overcome to maximize the effectiveness of. Recommendations given 

for the future as a result of the qualitative analysis, users put forward several recommendations, including the 

provision of regular training, improvements to the user interface for more intuitive use, and the use of more 

practical authentication methods. Based on the findings, educational institutions recommend that educational 

institutions need to intensify user training efforts, provide clear user guides, and consider integrating with other 

security solutions to achieve holistic security. 
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In a study, the implementation of in an educational institution as a whole had a positive impact on the security of 

system access. The significant improvement in user perception of security reflects the effectiveness of in providing 

additional security. The marked reduction in unauthorized login attempts is a clear indicator of ability to address 

unauthorized access attempts. 

The following is a table of the questionnaire given to respondents. The questionnaire itself did not previously exist 

and I made it myself.  The questionnaire can be shown in Table 1. 

Table 1. Questionnaire Table 

No. Question Answer 

1. Has MFA been implemented at this institution? [ ] Yes [ ] No 

2. Explain the authentication factors used in MFA. Provide examples if possible!  

3. How is the authentication process carried out in MFA?  

4. Once the MFA process is successful, how is access to the system determined?  

5. Are there any specific policies or rules regarding authorization after MFA? [ ] Yes [ ] No 

6. Does access to the system correspond to user roles and responsibilities? [ ] Yes [ ] No 

7. How are authentication keys stored and managed in an MFA system?  

8. Are there any established procedures for dealing with lost or compromised keys? [ ] Yes [ ] No 

9. Does MFA integrate well with other systems and applications at the institution? [ ] Yes [ ] No 

10. Are there any integration obstacles that need to be overcome? [ ] Yes [ ] No 

11. How is the MFA security update and upgrade process carried out?  

12. Are there procedures in place to ensure MFA security is maintained over time? [ ] Yes [ ] No 

13. Are you facing any particular obstacles or challenges regarding the implementation or use 
of MFA? 

[ ] Yes [ ] No 

14. Do you have recommendations for improving system access security with MFA at this 
institution? 

[ ] Yes [ ] No 

 

This table is used as a guide for compiling a questionnaire for evaluating system access security with MFA in 

educational institutions. To tabulate the results of respondents from the Evaluation of System Access Security with 

Multi-Factor Authentication in Educational Institutions, they are presented in Table 2. Questionnaire Results along 

with Tabulation of Respondent Results. 

Table 2. Questionnaire Results along with Tabulation of Respondent Results 

No. Question 
Number of 

Respondents 
Saying "Yes" 

Number of 
Respondents 
Saying "No" 

Number of 
Respondents 

Did Not 
Answer 

1. Has MFA been implemented at this institution? 45 5 0 

2. Explain the authentication factors used in MFA? N/A N/A N/A 

3. How is the authentication process carried out in MFA? N/A N/A N/A 

4. Once the MFA process is successful, how is access to 
the system determined? 

40 10 0 

5. Are there any specific policies or rules regarding 
authorization after MFA? 

35 15 0 

6. Does access to the system correspond to user roles and 
responsibilities? 

42 8 0 

7. How are authentication keys stored and managed in an 
MFA system? 

N/A N/A N/A 

8. Are there any established procedures for dealing with 
lost or compromised keys? 

38 12 0 

9. Does MFA integrate well with other systems and 
applications at the institution? 

43 7 0 

10. Are there any integration obstacles that need to be 
overcome? 

20 30 0 

11. How is the MFA security update and upgrade process 
carried out? 

40 10 0 
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No. Question 
Number of 

Respondents 
Saying "Yes" 

Number of 
Respondents 
Saying "No" 

Number of 
Respondents 

Did Not 
Answer 

12. Are there procedures in place to ensure MFA security is 
maintained over time? 

38 12 0 

13. Are you facing any particular obstacles or challenges 
regarding the implementation or use of MFA? 

25 25 0 

14. Do you have recommendations for improving system 
access security with MFA at this institution? 

45 5 0 

 

Meanwhile, the table of research results evaluating system access security in the implementation of Multi-Factor 

Authentication (MFA) in educational institutions is shown in Table 3. Research Results. 

Table 3. Research Results 

No. Evaluation Aspect 
Score 
(1-5) 

Information 

1. Identification 4 MFA uses a combination of strong authentication factors and verified user 
identity. 

2. Authorization 5 Access is only granted after successful MFA and in accordance with the 
user's roles and responsibilities. 

3. Authentication 4 MFA involves different authentication factors and strong authentication 
processes. 

4. Key Management 4 Authentication keys are stored and managed properly, with procedures to 
address lost or compromised keys. 

5. Security Event Reporting 3 MFA-related security incident reporting mechanisms exist, but 
improvements in incident response are needed. 

6. Integration 5 MFA integrates well with other systems and applications without any 
problems. 

7. Update 4 MFA security update and enhancement processes are implemented 
regularly. 

 

A score of 1-5 is used to assess the quality of implementation, where a score of 1 indicates low performance and 

a score of 5 indicates high performance. This table provides an overview of the results of system access security 

evaluations with in educational institutions, including an assessment of the various security aspects evaluated. 

To be able to help evaluate the extent to which the implementation of in educational institutions meets the required 

security standards, an analysis is needed. Any evaluation should be based on the specific needs and context of the 

educational institution. Analysis table Evaluation of system access security in the implementation of Multi-Factor 

Authentication is shown in Table 3. Evaluation of system access security. 

Table 3. Evaluation of system access security 

No. Security Aspects Evaluation 

1. Identification a. Does MFA require strong dual identification? 
b. Are different combinations of authentication factors used? 
c. Is the user's identity verified effectively? 

2. Authorization a. Is access only granted after successful MFA? 
b. Is limited access appropriate to roles and responsibilities? 

3. Authentication a. Does MFA cover different authentication factors (e.g. something you 
know, something you have, something you are)? 

b. Does MFA involve a strong and secure authentication process? 

4. Key Management a. How are authentication keys stored and managed? 
b. Are there procedures for managing lost or compromised keys? 

5. Security Event Reporting a. Is there a mechanism for reporting MFA-related security events? 
b. Are there any defined actions to respond to security incidents involving 

MFA? 
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No. Security Aspects Evaluation 

6. Integration a. Does MFA integrate with other systems and applications smoothly? 
b. Are there any integration obstacles that need to be overcome? 

7. Update a. How are MFA security updates and improvements implemented? 
b. Is there a process to ensure MFA remains secure over time? 

 

However, other research provides an overview of implementation challenges which are found to show the need 

for special preparation such as training. User training needs to be improved to ensure better understanding of 

usage, and integration with existing systems needs to be managed carefully to ensure operational effectiveness and 

efficiency. 

Recommendations put forward by users and stakeholders are key to optimizing implementation. By paying 

attention to user feedback, educational institutions can improve system access security and better respond to user 

needs and expectations. 

This article makes a concrete contribution to the understanding of the application in educational institutions and 

provides a basis for further research and continuous improvement in efforts to protect information and data in 

educational environments. 

CONCLUSION 

Based on the results and discussion, it can be concluded o Implementation of MFA significantly increases the level 

of system access security in educational institutions. Survey results show that most users report feeling more secure 

after using it, and analysis of access activity data supports this improvement with a significant reduction in 

unauthorized access attempts. Based on research findings, a number of recommendations have been proposed to 

increase the effectiveness of in educational institutions. This includes providing regular training, improving the 

user interface, and exploring more practical authentication methods. System integration demonstrates the 

importance of a holistic security approach. Further thinking about how it can be integrated with other security 

solutions to achieve more comprehensive protection is an important step. 
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